NETCOM Security+ Certification Process

As per DoD Directive 8570-1.M, every 25B will be required to meet specific industry standard
certifications. To assist you in meeting this requirement, the training necessary is provided for
you on SkillSoft. Every student will be required to register at this website:

https://usarmy.skillport.com/SkillPortFE/login/usarmylogin.cfm

You may complete this training at your own pace, however it needs to be completed prior to
testing out of your AIS Annex (week 12). Once registered and accessing the page, search for
Information Assurance Technical level 1 and Information Assurance Security Plus. These are the
two courses that need to be completed.

ClO G-6/NETCOM Information Assurance Technical Level 1 Certification Hours
[d Windows XP: Fundamentals 3.6
[d Encryption Technologies 4.8
Ld Planning and Implementing an Active Directory Infrastructure 3.6

3 Microsoft Windows Server 2003: Network Infrastructure and Active Directory

Physical Design 4
[d Implementing Active Directory Users and Groups 2.6
[d Planning and Implementing Group Policy 2.3
Ld IP_Addressing and Routing 3.3
Ld Firewalls and VPNs 3.25
L3 Intrusion Detection and Risk Management 3.6
(4 TCP/IP 1.6

Total Hours 29.05

CIO/G-6 NETCOM INFORMATION ASSURANCE SECURITY+ 2008
CompTIA Security + 2008: Risk Analysis, Vulnerability Testing, IDS, and

4 Forensics 15
Ld CompTIA Security + 2008: Wi-Fi and Remote Access 2.0
Ld CompTIA Security + 2008: Public Key Infrastructure and Access Security 3.5
Ld CompTIA Security + 2008: Auditing, Security Policies, and Disaster Recovery 2.5
Ld CompTIA Security + 2008: Messaging, User, and Role Security 3.0
Ld CompTIA Security + 2008: Ports, Protocols, and Network Security 3.0
Ld CompTIA Security + 2008: Threat Mitigation 2.0
L1 CompTIA Security + 2008: Cryptography 2.0
L1 CompTIA Security + 2008: Authentication Methods 2.0
=

TestPrep SY0-201 Security+

Total Hours 21.5
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PROMOTION POINTS FOR VENDOR-BASED
E-LEARNING COURSES

According to HRC Enlisted Promotions Branch, effective immediately, promotion points are
valid under military education for completion of vendor-based e-Learning courses. Course
completion with credit hours must be reflected in ATRRS prior to awarding promotion points.
Promotion points are awarded under the same guidelines as correspondence courses (5 training
hours = 1 promotion point).

COLLEGE CREDIT FOR ARMY E-LEARNING COURSES
Twenty-eight Army e-Learning Courses have been approved for college credit by the American

Council on Education (ACE). Log into AKO and go to My Education>Army e-Learning to find
documents describing the procedures for receiving ACE credit.

OBTAINING CERTFICATION VOUCHERS
For CompTIA Network+, Security+ and A+:

1. Once you arrive to your Unit, find your Army Training and Certification Tracking System
(ATCTS) Manager and register for ATCTS at https://atc.us.army.mil

2. You must complete the corresponding training on Skillport:
To accomplish IAT Level I Certification:
1. CIO G-6/NETCOM Information Assurance IA Technical Level 1 <AND>
2. CompTIA A+ 220 602 IT Technician (SkillPort) and
CompTIA A+ 220 601 IT Essentials (SkillPort) <OR>
3. CompTIA Network+ 2009
To accomplish IAT Level Il Certification:

CIO G6/NETCOM Information Assurance Security+ 2008

3. Complete the assessments for the appropriate exam on http://currency.comptia.org/dod

0 PC Technician = A+ objectives
0 Network Technologies = Network+ objectives
0 IT Security = Security+

4. Once you have completed the assessments, print them and turn them in to your ATCTS
Manager for submission to NETCOM for free certification testing voucher.
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