Foceusing on survivability

Signal tactics
and shoreline profiling

By referring to this
shoreline profile, the
planner can now
profile LOS links
from a point on the
“shoreline” to the
distant “shore”
across the imaginary
water, thus avoiding
obatacles. The result
is a hillside to hillside
shot masked by
higher terrain.
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Relyving on area

communications

I it prudent Lo rely as moch as we
doan Lactical satellite (TACSAT)
reliye for AirLand Baitle (ALR)
communications? Space architecture
reports inddheate that satellites ane
vulnerable to nitnek and have &
limited capacity to reiay
communications. Furthermorn, the
current constellation of satellites is all
we have, and short-term relied s not
in sight becawse of delayved lnunch
schedules. Improvements that will
maks our satellites more reststant ta
jfmming and noclear nttacks are slow
it comiimg. “Satellife piracy,” wherehy
o hoatile Toree tales over owr satellitin
fur their own transmissiong, i85l o
reality, And satelhtes have ixed life-
fpana, same “Talling” from their
orbits; Fortunately, TACSAT ks nod
the omly radin that ean perform
valley-to-valley links Improved high
frequeney radio (THFR) sind
troposcntter syalem=. as woll as the
Single Channel Ground and Adrbormi
Rusdio Syvutem (SINCGARS), ara alen
ahle to dosn.

However, | proposs that o strong
aren comniunicitions sysiem—which
fur the 11.S. Army means Mobile
Subscriber Equipment (MSER—8 yal
another way W malie these valloy-Lo-
vaile¥ links. Though ertics of MSE
contend thiat some new transmisgion
pystom will be necesssry o
supplemirmil MSE in making valloy-to-
vitlley links, such crities are
nnimaginstively adbering to
veaterday's Stgnal tactios. If we are
amart enough to modily wr tactics to
take atlvaninge of the new-founil
cupabilliics of MSE, we will be ablé to
rely on arei communicotions more
than ever, Let’s look 1nio the tnctics of
depluving MSE in the Sdimensional
AirLand Battle:

Zone of tactical operation

To develop Signal tartics that work,
v will neeil to find our “space”

within the 3-«imensional ALH. &
loention that will allow us to provids
ored cimnmunteatinns and insure.
survival fram artillers and nucless,
Idolagical, iind chermonl (MBI
nitacks, as well as from radiu-
electromic combal (RECL And to
determine our options in choaginga
zone of tactical Signal opermbion, wi
tveed Lis understand what our military |
intlligence people tell us about the
Threat's (or the Swviet Union's)
virtius capulilitied. 1:

The Threat's REC capahility
combines Signal intelligence,
dirsction linding (DF), intensive 1
jammarny, hroadcast deception, and
destructive fires. Their overull goal |
wtild e o disrupt aur command and
conirol (€'2) and weapuih s¥siesss
communications. REC target |
priarities inelude eomimuined posts,
ohservation porls, communications |
centers, radar stations. anid logiuafic
eunters — fargels troditfonally fhund'i
am hilltops or in vallrys. Grosmd-
based eloctronic wur[nreif:."i'i')
involves rudin jamming, probably
within the division and more.
accentunted near the fnrwnrd edge of
the battle aren. Airborns EW units
would nlss conduct electromnie
reconnaissines and dlectronic
countermeasure (ECM) minglons |
{1 galnst our communicabinfs systems.
it s important o hote that alrhiorme
EW elemenis have ta b high mough
in the wir for progser resinlts mmil
consequently must b esxpsosed ak some:
time during the batile,) The sffective |
zones &l jamming are depicted in
Figurn 1,

Although Thrent forces have
interceplion capability, teetr DF
capability is also dangerons loour
Signal nperntions. The Threat's DE
cupahility, used in l.an;umnon with
SIGINT rm-d terroin nnolysinis
capable of devaloping tirget aseas f
artillery fire. DF s nlso used fc L
develop a “gacture”™ of the h.lﬂeﬁEI o

revealing the disposition and possi ble
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and momentarily ignore whatever is
below the imaginary “waterline” thus
created. The result of this slicing is a
reduced image of terrain that depends
on contour. As you can see in Figure
6, the land above the slicing
resembles islands, and isolated ridge
lines look like jetties. The coast-like
edges, which are actually the contour
lines from the terrain data, are what
we call “shorelines.”” By referring to
this shoreline profile, the planner can
now profile LOS links from a point on
the “shoreline” to the distant ‘“shore”
across the imaginary water, thus
avoiding obstacles. The result is a
hillside to hillside shot masked by
higher terrain. An example of terrain
masking applied to mobile access
radio planning, especially in areas
close to the forward edge of the battle
area, is shown in Figure 7. The MSE
radio access unit (RAU) can provide
mobile access via a “footprint”’—or
zone of communication—that rests
primarily behind hilltops. We can use
MSE’s UHF or SHF assets to provide
links up and over hilltops only when
absolutely necessary. In this way we
gain more control over our electronic
signature and improve our chances of
survival. Remember, the optimal
placement of nodes and relays still
depends on terrain analysis and the
locations of supported forces.

The elevation for slicing is the
planner’s choice, and factors such as
earth curvature and accessibility
should be included in a planner’s
analysis. The elevation chosen should
represent a planner’s attempt to stay
off the hilltop, leaving a sufficient
margin to avoid the effects of artillery
(nuclear or non-nuclear), air attacks,
and Threat ECM. The planner should
also consider staying out of low areas
to avoid the chemical threat. Figure 8
summarizes the slicing and shoreline
profiling techniques.
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Figure 4. Artillery bursts (air surface)
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Figure 6. Zone of operation (aerial view)
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Figure 7. RAU footprint below hilltops
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Figure 8. Hillside radio (LOS) links (slice and shoreline profile)

Special benefits

What are the benefits of not having
Signal tactics dependent upon the use
of hilltops? MSE finally gives us the
ability to follow terrain to make use of
terrain defilade and to mask our
electronic signature. We can directly
manage and design our signature by
hiding or deliberately showing
signatures as we choose—in other
words to practice deception. This
suggests that we can create a
misleading ALB electronic image
contrary to the actual disposition of
headquarters and ground forces. The
ability to disguise the corps
commander’s intent directly affects
the success of the ALB. Although not
a direct weapon, electronic subterfuge

provides battlefield commanders with
an important tool for misinforming
Threat intelligence supporting the
Threat commander.

One of our new roles might be to
alter the Threat’s disposition of
firepower on the battlefield. We can
hide ourselves or selectively help draw
long-range regimental artillery
and airborne fire as active role
players in the ALB. This is probably
not a popular idea with Signaleers,
but at least our combat arms
comrades will know we are a gutsy
folk with a long, courageous heritage
and are committed to winning the
AirLand Battle. For those still
unenthusiastic . . . remember that the
MSE contract contains many
references to “unmanned”
assemblages!
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